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The Court of Justice of the European Union ("CJEU") has recently issued a ruling that introduces 

important changes in international data transfers to third countries outside the European Union. 

An international transfer of data occurs when there is a flow of personal data from Spanish 

territory to recipients established in countries outside the European Economic Area. Such data 

transfers are regulated in a specific chapter of (EU) Regulation 2016/679 ("GDPR"), which entails 

certain guarantees that must be observed in order for these transfers to be performed legally. 

According to the GDPR, international data transfers may be realized without the need for 

authorization by the competent authority, provided that the processing of the data is in 

accordance with the provisions of the GDPR and that the recipients of the data are located in a 

country which has been declared to have an adequate level of protection by the European 

Commission. In the absence of a decision by the competent authority, a number of guarantees 

must be complied with (legally binding instrument between the authorities, binding corporate 

rules, standard data protection clauses adopted by the Commission, codes of conduct, etc.). 

In the context of these and other international rules, on last July 16th the Court of Justice of the 

European Union gave its ruling deciding on a controversy raised in connection with a complaint 

lodged by an Austrian citizen, a user of the social network Facebook, concerning a transfer of his 

personal data by Facebook Ireland to Facebook Inc in the United States of America. 

In summary, the judgment of the CJEU states some relevant aspects, especially with regard to 

transfers of data by a European economic operator to another entity in the United States. In this 

respect, the concept of Privacy Shield is of particular importance. In 2016, a new framework was 

agreed between the EU and the USA to serve as a guarantor of compliance with European 

privacy regulations regarding data transfers between Member States and the USA. Through this 

agreement, the US government committed to meet certain standards that would bring the level 

of protection of European citizens' personal data transferred to the United States into line with 

applicable European privacy standards. According to that agreement, American companies that 

would adhere to the Privacy Shield would, supposedly, enjoy adequate guarantees for the 

transfer of data from companies in the Member States. 

In light of the above, the CJEU ruling states the following: 

- It establishes that a transfer of personal data executed for commercial purposes by an 

economic operator from a Member State to another economic operator established in a 

third country must always fall within the scope of the GDPR even though these data may 
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be processed by authorities of the third country for national security purposes. The 

exceptions of Article 2(2) GDPR are therefore not applicable in these cases. 

 

- It remarks the need for the standard data protection clauses to enjoy a level of protection 

substantially equivalent to that guaranteed within the EU by the GDPR. The assessment of 

the level of protection guaranteed should take into account the contractual stipulations 

agreed between the party transferring the data (from a Member State) and the recipient 

established in the third country, as well as the relevant elements of the legal system of that 

country, the respect of fundamental rights and the existence of a supervisory authority in 

that third country, all with regard to the privacy of personal data. 

 

- The competent supervisory authority shall be obliged to suspend or prohibit a transfer of 

data to a third country based on standard data protection clauses adopted by the 

Commission, when that authority considers that such clauses are not or cannot be 

respected in that third country and that the protection of the transferred data required 

under Union law cannot be ensured by other means. 

 

- In the light of the above, it declares, among other arguments, that the Commission's 

decision on the adequacy of the protection granted by the EU-USA Privacy Shield is invalid. 

In this sense, the CJEU ruling highlights some of the shortcomings of the Privacy Shield, 

compared to the level of protection afforded by the GDPR. In this sense, this ruling could have 

consequences for all those companies or entities that transfer personal data between 

companies of the same group or to servers located in US territory. Thus, those companies 

operating somehow with data transfers will now find themselves in need of the following: 

(i) Make a thorough review of the contracts and conditions agreed with those suppliers 

located in the United States and review whether such companies are attached to the 

Privacy Shield or not.  

 

(ii) In that case, since the Privacy Shield is now invalid, standard contractual clauses of the 

Commission must be signed and additional guarantees agreed upon, given the case, in 

order to ensure that the country of destination complies with the GDPR standards 

regarding such guarantees. 

 

(iii) If this is not done, it should be analyzed whether there is an adequacy finding or any of 

the guarantees provided for in the GDPR, or other circumstances if one of the latter two 

is also missing. 

To sum up, until a new framework agreement on data transfer is reached between the United 

States and the European Union, great care should be taken with regard to the standard clauses 

to be included in the contracts concluded between importers and exporters of data, since the 

level of protection in the third country will have to be verified first, without being able to take 
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advantage of the Privacy Shield in the case of the US being the country of destination. To 

consider all these issues correctly, the situation of each economic operator regarding 

international data transfers should be analyzed individually. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

[This information is not intended to constitute legal advice and is only for information purposes]. 


